E-mail and Internet
investigations

E-mail forensics
Web browser forensics
Internet forensics



E-mail klient undersokningar

* Lagarna ar lite olika fran land till land
— Tex. vad galler sandning av spam
— Ratten att kontrollera arbetstagares email osv.
* Manga brott och overtradelser mot policys sker
via email
— Trakasserier
— Bedragerier
— Forfoljelse/obehorig overvakning (computer stalking)
— Utpressning
— Malware (trojaner etc.)
— Osv... listan kan goras valdigt lang



E-malil klienter och servrar

* Manga olika E-mail program finns
— Lista pa sakra:

— Outlook (Express) och Windows Mail (ej med i 7 men Windows
Live Mail ingar i live essentials) ar de mest anvanda i Windows

* E-mail servrar - MTA (Mail/Message Transfer Agent)
— MS Exchange Server, SendMail, Postfix, etc.

— IMAP (Internet Message Access Protocol) eller POP (Post Office
Protocol), SMTP (Simple Mail Transfer Protocol)

* De popularaste webb-baserade losningarna, vissa tillater
lokal lagring (off-line) av email
— Gmail, Yahoo! Mail, Windows Live Hotmail

* Andra emall losningar
— Apple Mail, Outlook Web App, MDaemon, RoundCube, etc.
http://en.wikipedia.org/wiki/Comparison_of webmail providers


http://www.bretschneidernet.de/tips/secmua.html

Analys av E-mall

* Forensisk analys av malil
— Gora en image av alla mailkomponenter

— Leta igenom text, bifogade filer och e-mail headers i den fil eller
filer som mailen lagras |

— Vissa klienter kan kryptera mail (PGP/GPG, etc.), adressbok samt
konfigurationsfiler (tex. TheBat! via eToken)
* Outlook familjen lagrar e-mailen i olika foldrar i en .PST
(Personal Storage Table) fil
— New, Read, Deleted, Draft plus egendefinierade foldrar
— Lokal vs. server .PST fil?

— .ost - Offline Storage Table, .pab - Personal Address Book file
mm., Se mer:

* Mer information som kan finnas i E-mail klienter
— Adressbok och kontaktinformation
— Kalender med tid och datum for aktiviteter
— Tasks — saker man planerar att gora


http://en.wikipedia.org/wiki/.pst

Analys av E-mail headern

Var/vem kommer E-posten ifran och vem skulle potentiellt
motta mailet?

RFC 821 (SMTP) Simple Mail Transfer Protocol

RFC 822 (Standard for meddelandeformat)

Krypterad server forbindelse via SSL/TLS, RFC 5246
— STARTTLS - RFC 2595 (IMAP/POP), RFC 3207 (SMTP), ...

Kom ihag att varje del i mailet kan vara spoofat (forfalskat)
— Sandaradress, e-mail server och olika identifierare
— Headern kan gj krypteras!

Utnyttja verktyg for att validera innehallet
— http://www.validateemailaddress.org/


http://www.ietf.org/rfc/rfc0821.txt
http://www.ietf.org/rfc/rfc0822.txt

MIME (Multipurpose Internet Malil
Extensions)

Internet Standard for formatet pa e-post, kallas ibland for
SMTP/MIME

e-post sands med protokollet SMTP som endast stodjer 7-bits
ASCII

— Det finns en 8BITMIME SMTP extension standard

MIME definierar mekanismer for att sanda e-post med andra
sprak och inkluderade bilagor av olika slag

Anvands ocksa for att kunna sanda viss data inbaddat i andra
protokoll, tex. HTTP (Webbserverns MIME types) och MMS

"Transfer encodings” definierar hur man representerar 8-bits
binar data med 7-bits ASCII

"Content-type” ger meddelandets typ, tex. text/plain
"Multipart messages” hanterar flera content types


http://en.wikipedia.org/wiki/8BITMIME

RFC 822 headern 1

Return-Path: <tkv@du.se> < 1. Retur adress

Received: from delta.du.se ([unix socket])
by delta (Cyrus v2.2.12) with LMTPA,;
Mon, 16 Apr 2007 07:55:16 +0200

X-Sieve: CMU Sieve 2.2

Received: from tuna.du.se (tuna.du.se [130.243.57.133])
by delta.du.se (8.12.11/8.12.11) with ESMTP id I3G5tGrr029985
for <hjo@du.se>; Mon, 16 Apr 2007 07:55:16 +0200 (CEST)

Received: from localhost (localhost.localdomain [127.0.0.1]) — |
by tuna.du.se (8.13.4/8.12.10) with ESMTP id I3G5tGMe020657
for <hjo@du.se>; Mon, 16 Apr 2007 07:55:16 +0200

Received: from tuna.du.se ([127.0.0.1]) —

2. Hops via e-
mail servar och
deras IP-adress

by localhost (tuna.du.se [127.0.0.1]) (amavisd-new, port 10024)
with LMTP id 20079-08 for <hjo@du.se>;
Mon, 16 Apr 2007 07:55:15 +0200 (CEST)

Received: from PCTKV2 (pc-tkv2.du.se [130.243.36.173])\
by tuna.du.se (8.13.4/8.13.3) with SMTP id I3G5sfTF020586

for <hjo@du.se>; Mon, 16 Apr 2007 07:54:41 +0200
Message-ID: <000901c77feb$be1de1e0$ad24f382@ad.du.se>

3. Fran IP nr
Datum och tid

From: "Thomas Kvist" <tkv@du.se>  «

4. Till

To: "Hans Jones" <hjo@du.se> «




RFC 822 headern 2

References: <009b01¢c77db8$9373c200%$ad24f382@ad.du.se>

<18510541690.20070413144858@3V 5. Amnet
Subject: Re: Exjobb ITsakerhetsplan

Date: Mon, 16 Apr 2007 07:54:43 +0200 6. Datum och tid
MIME-Version: 1.0. | 7. Typ text/html
Content-Type: multipart/alternative; < text/plain

_bc?u ndary="----=_NextPart_000_0006_01C77FFC.7EBB2AB0O multipart/mixed
X-Priority: 3 osVv

X-MSMail-Priority: Normal

X-Mailer: Microsoft Outlook Express 6.00.2900.3028
X-MimeOLE: Produced By Microsoft MimeOLE V6.00.2900.3028
X-Greylist: Sender IP whitelisted, not delayed by milter-greylist-2.0.2 (tuna.du.se

[130.243.57.133]); Mon, 16 Apr 2007 07:54:41 w___|
+0200 (CEST) 8. IP-adress pa servern
X-Virus-Scanned: by amavisd-new at du.se som skickade mailet

X-Amavis-Alert: BAD HEADER Non-encoded 8-bit data (char E4 hex) in message header
'‘Subject’
Subject: Re: Exjobb ITs\344kerhetsplan\n #

9. Body

4

Hej Hans! Bla, bla, bla... N



Whois databaser

* Registrerare for domaner — lista:

* Vem ager en specifik doman?
— Vilken WHOIS-tjanst som helst i princip
— for landsspecifika .ru .se .uk etc. (universal)
— Namn, telenummer, mail, postadress, reg. data, namn servrar

* Vem "ager” ett specifikt IP nummer?

— Underhaller WHOIS databas

* Mappar IP-adress till FQDN (Fully Qualified Domain Name)
samt ger info om FQDN mm.

Site server determines

 Ar dock ofta ISP:ns information ®ET§2L domainor P e b —l
USA e \ | l Registry
- ( ) ] = IP Number bk

domain.com
domain.net
domain.org
etc.

@ Search is performed
and the result is sent
back to the browser

- (Asien) __
- (Sydamerika) s


http://www.internic.com/
http://www.uwhois.com/
http://www.ripe.net/
http://www.arin.net/
http://www.apnic.net/
http://www.lacnic.net/
http://www.afrinic.net/

Validera e-mail headerns innehall och
Webb-baserade resurser for validering

Fungerar reverse DNS?
— Baklanges uppslag, leder ofta till ISP (agaren av IP-adresserna)
Webb-baserade och lokala verktyg i OS
Sam Spade ( ) spade114.exe
Ping — ICMP paket
PingPlotter/(Win)MTR eller TraceRT/Visual Trace Route tool (www)
— Visar hops mellan eget IP och FQDN
— Windows -> tracert
— GNU/Linux, Unix -> traceroute
Fa tag pa telefonnummer och kontaktinfo till personal pa FQDN
— Ofta fel i whois databasen
— eller annan sokmotor

— Gula och vita sidorna for respektive land
* Kostar oftast pengar

Bra resurs!


http://samspade.org/d/
http://www.google.com/
http://www.sans.org/reading_room/

Exempel 1

1. Uwhois thepiratebay.org
2. Visual Tracert thepiratebay.org
3. Ripe.net —» 91.191.138.15

% Information related to '91.1591.138.0 - 91.191,138.63"

1

inetnum 91.191.138.0 - 91.191.138.43

netname: SE-TEB

descr: . ' .

deacr: . / ! \

descr: . L Y M

descr: . WS % \_ S =

descr: . s i VoS N

deacr: . v N I /

descr: . \ \ NS

descr: . : : H

descr: . !

descr: TFB, Stockholm

descr: Customer of Danowsky & Partner Rdwvokatbyra KB
descr: Customer of Mags Law Firm Adwveokatbyra AB
descr: Customer of Svenska Antipiratbyran

deggr: == 0 @ —_——_————-- e —_—_——_—_—_——_—_—_————_——————
descr: 211 abuse mail should be sent to:

descr: lawfirm@danowsky. 3e

descr: monique.wadsted@se.mags.com

descr: henrik.pontenfantipiratbyran.com mntner
COUntry: SE descr
admin-c: MS7556-RIEE admin-c
admin-c: LEZ217-RIEE tech-c
admin-c: TB3373-RIEE auths:
tech-c: M57556-RIFE mnt-kby:
tech-c: LA2217-RIFE referral-by:
tech-c: TB3373-RIFE SOULCE.
status: BSSIGNED Fh DpAinition

rnt-by: 2521202 -MNT person:
Jource: BEIFE # Filtered address:

Domain ID:D104576138-LROR

Domain Name:THEPIRATEBAY.ORG
Created On:28-Jun-2004 16:08:27 UTC
Last Updated On:05-Nov-2008 13:36:55 UTC
Expiration Date:28-Jun-2015 16:08:27 UTC
Sponsoring Registrar:Key-Systems GmbH (R51-LROR)
Status:CLIENT TRANSFER PROHIBITED
Registrant ID:P-10395609

Registrant Name:Fredrik Neij

Registrant Organization:TFR

Registrant Street1:Box 161

Registrant City:Stockholm

Registrant State/Province:

Registrant Postal Code:11479
Registrant Country:SE

Registrant Phone:+46.707323819
Registrant Email:tiamo@tfr.org

Admin ID:P-10395609

Admin Name:Fredrik Neij

Admin Organization:TFR

Admin Street1:Box 161

Admin City:Stockholm

Admin State/Province:

Admin Postal Code:11479

Admin Country:SE

Admin Phone:+46.707323819

Admin Email:tiamo@tfr.org

Tech ID:P-10395609

Tech Name:Fredrik Neij

Tech Organization:TFR

Tech Street1:Box 161

Tech City:Stockholm

Tech State/Province:

Tech Postal Code: 11479

Tech Country:SE

ech Phone:+46.707323819

ch Email:tiamo@tfr.org

Naxpe Server:NS0.THEPIRATEBAY.ORG

Lt rus g
i Storhalman

& 91.191.138.15 X
91.191.138.15
Stockholm, 26
Sweden =

Lillz Alby. e ”

BA521202-MNT
C3.net NOC Maintai
FH9359

FHS39
BEPEEY-L&2LSFEE

L521202-MNT

RIPE-DEM-MNT

RIFE # Filtered - i

¥ckholm 6
Fredrik Holmgwist = |
DCS.net Iap data §2009 AND, Tele Aflas— 21/ -



latest news: Apr 19: we are working on a new version, please accept our apologies for any disturbances.

L not listed in any blacklists 5ummar',r5:{E
thepiratebay.org i
route namelY
Exempel 2
p ip locationy
information age ¥
domain araph shared whais blacklists analysis contact
thepiratebay.org DNS uppslag pa
is a domain controlled by four nameservers at themselves. All of them are on
different IP networks. Incoming mail for is handled by one mailserver also at )
has one IP record. , , , , and at least
seven other hosts share nameservers with this domain. , ,
and share mailservers with this domaln

; , and at Ieast ten other
hosts are subdomains to this hostname. is a domain controlled by six nameservers. All of them are on
different IP networks.

base record name ip reverse route as
a lighttpd (none)
DCS.net DCS.net StocPr%?nQ,eg'avgden
hour old L ? (none)
days old : SWEDEN Anycast DNS NebwarkaS DCP
ns 5 Le A
days old Stockholm SWEBEN LEASEWEB  AmsterdamCRRShEFRAR
4 hours old

daysoild 3 "PacBRigRo(Unix) (none) STH Port80,  Sweden RjY TAldcoN RB,

. PA DUMP-
220 tiporg ESRIHBA P
mx 10 5 days old NETE ﬂ%);\NDS aggre%a@gg( r%%te @@;&é %ﬁ% nﬁgﬁ;ﬁ


http://www.robtex.com/
http://www.robtex.com/dns/thepiratebay.org.html
http://www.robtex.com/dns/thepiratebay.org.html
http://www.robtex.com/dns/thepiratebay.org.html
http://www.robtex.com/dns/thepiratebay.org.html
http://www.robtex.com/dns/thepiratebay.org.html
http://www.robtex.com/dns/bayimg.net.html
http://www.robtex.com/dns/bayimg.com.html
http://www.robtex.com/dns/suprbay.net.html
http://www.robtex.com/dns/suprbay.com.html
http://www.robtex.com/dns/suprbay.org.html
http://www.robtex.com/dns/piratebay.se.html
http://www.robtex.com/dns/piratebay.net.html
http://www.robtex.com/dns/thepiratebay.se.html
http://www.robtex.com/dns/thepiratebay.net.html
http://www.robtex.com/dns/thepiratebay.com.html
http://www.robtex.com/dns/ww.thepiratebay.org.html
http://www.robtex.com/dns/mx.thepiratebay.org.html
http://www.robtex.com/dns/ns1.thepiratebay.org.html
http://www.robtex.com/dns/ns2.thepiratebay.org.html
http://www.robtex.com/dns/www.thepiratebay.org.html
http://www.robtex.com/dns/org.html
http://www.robtex.com/dns/thepiratebay.org.html
http://www.robtex.com/ip/91.191.138.15.html
http://www.robtex.com/route/91.191.128.0-20.html
http://www.robtex.com/as/as21202.html
http://www.robtex.com/dns/ns0.thepiratebay.org.html
http://www.robtex.com/ip/91.191.138.21.html
http://www.robtex.com/dns/ns1.thepiratebay.org.html
http://www.robtex.com/ip/194.71.107.1.html
http://www.robtex.com/route/194.71.107.0-24.html
http://www.robtex.com/as/as13214.html
http://www.robtex.com/dns/ns2.thepiratebay.org.html
http://www.robtex.com/ip/85.17.40.33.html
http://www.robtex.com/dns/ge0.anycast1.ams1.nl.dcpnetworks.net.html
http://www.robtex.com/route/85.17.0.0-16.html
http://www.robtex.com/as/as16265.html
http://www.robtex.com/dns/ns3.thepiratebay.org.html
http://www.robtex.com/ip/217.75.120.120.html
http://www.robtex.com/route/217.75.120.0-21.html
http://www.robtex.com/as/as39369.html
http://www.robtex.com/dns/mx.thepiratebay.org.html
http://www.robtex.com/ip/212.63.222.20.html
http://www.robtex.com/dns/tfr.org.html
http://www.robtex.com/route/212.63.192.0-19.html
http://www.robtex.com/as/as30880.html

Server side undersokningar

* Raderade mail i klienten kan forfarande vara tillgangliga pa e-
mailservern

* Loggar over sanda e-mail kan finnas kvar

— Kan aven validera klientens sanda mail och darmed forbattra bevisen i
caset

* Specialprogram eller kompetens kan behdvas
* Exportera till .PST, .MSG fil eller annat lampligt format

* Undersokningar pa en organisations e-mailserver kan vara
kritisk vad galler uptime

* Forska! Enron Email data set (http://www.cs.cmu.edu/~enron/)
[server]\training_forensics networkanalysis\Enron Email Dataset

* Slutligen, kom ihag att det finns anonyma e-mail tjanster som
tex. http://www.sendanonymousemail.net/

| Text files (*.TXT) -

E-rnail messages (*.M5G)

UMEX mailboxes (*.mbox)
TheBat! Save Message As...

E-rnail messages (*.EML])

HTML files (*HTML)

All files (*.%)




Windows Vista Mail 1

* Mail is no longer stored in a DBX volume and it is instead
stored in simple plain text EML files.

— http://en.wikipedia.org/wiki/Email#Filename_extensions

* The mail is stored under the user’s profile in the following

location

— C:\Users\<user name>\AppData\Local\Microsoft\WindowsMail\Local

Folders\

€ 1 DI Vicrozof Windows Vi Local Fold=rJRg K3 | [0 2|

File Edit Wiew Tools Help
‘ Organize = §§ Views E..nul.:_-:—.:p[dre

Folders

M Backup
. Local Folders

. Drafts

| Inbox

, Junk E-mail
) Outbox

-~

w | Mame

-

Deleted terns
7

| Deleted Items
| Drafts

| Inbox

J Junk E-mail

) Outbox

) Sent Items

E‘ Share Burn

Date modified

2008-08-21 16:07
2008-08-21 16:07
2008-08-21 16:07
2008-08-21 16:07
2008-08-21 16:07
2008-08-21 16:07

Type

File Folder
File Folder
File Folder
File Folder
File Folder
File Folder

L

1 itemn selected

| Computer




Windows Vista Mail 2

One thing to note is that Windows Mail now has the ability to use
encryption and digital signatures
— Free secure email certificates (S/MIME) are available for download and
can be used to encrypt email messages (comodo.com, thawte.com etc.)

Email messages that are sent with the encryption flag set are
encrypted before being placed in the outbox, so an examiner may
find an email message in the Outbox where the body is encrypted

and unreadable
— The message headers though would be in plaintext

Secure Mail
Digital IDs (also called certificates) are special
documents that allow you to prove your identity in | Digital IDs... |
electronic transactions.
To digitally sign messages or receive encrypted | Get Digital ID... |

messages, you must have a digital ID.

[ Encrypt contents and attachments for all outgoing messages

|| Lhgitally sign all outgoing messages

| Advanced... |




Windows 7 Live Mall

With Windows 7 Microsoft made a change in policy - they did
not included a desktop email program

They do offer the option though to install - for free - Windows
Live Essentials, which includes Windows Live Mail

— http://windows.microsoft.com/en-us/windows7/products/features/windows-live-
essentials

Windows Live Mail has been made to look like a desktop maill
program, but it isn't one

Windows Live Malil is taken “into the cloud” - that means it is a
web based application

Sent, concepts and received emails are stored on a Microsoft
server, NOT ON THE COMPUTER!

In Windows 8 a more integrated solution will be available
— Hotmail + Skydrive + Messenger + ...



Internet undersokning

Webblasare

* Webblasare ar designade for att visa och kora

— HTML, XML, FTP, Java Script och plugins som Java
Applets, ActiveX kontroller, Adobe Flash mm.

* De innehaller
— En cache av webbsidor och URL:er som besokts
— Temporara Internet filer som skall oka hastigheten

— X.509 digitala certifikat for att etablera sakra Internet
forbindelser - PKI (Public Key Infrastructure)

* Typiska anvandningen ar att endast servern ar autentiserad
(dvs. dess identitet verifierad) medan klienten ar icke-
autentiserad

— Stod for krypterade kommunikationsprotokoll
* SSL (Secure Socket Layer, Netscape), HTTPS, port 443
* TLS (Transport Layer Security, nyare version av SSL)



PKI (Public Key Infrastructure)

Grundlaggande funktion for all certifikathantering ar att
ratt objekt (anvandare, natverksenheter eller
programvaror) har ett korrekt utfardat certifikat for en
viss funktion

Utfardandeprocessen handhas av en CA (Certificate
Authority) som ar betrodd

— FOr egna tillampningar kan man lata egna foretaget vara det

Certifikat typer

— Mjuka — lagringen sker i en fil pa datorn

— Harda — lagringen sker pa ett aktivt kort (smartcard etc.)
CA internationellt: Verisign, Thawte osv.

Exempel pa CA i Sverige: Posten, Telia (harda och
mjuka), banker (BanklD) osv.


http://en.wikipedia.org/wiki/Public_key_infrastructure

Webblasar-statistik

* Market share med aldre siffror (se nasta slide)

* Webblasar statistik per manad ]
29) — Firefox kommer fran Mozilla projektet E
vilket i sin tur harstammar fran Netscape

— Safari (Webkit baserad) utvecklas av
Apple, anvands i Mac OS X och iOS

— Opera ar Norsk, satsar mycket pa
sma enheter

— Chrome (Webkit baserad) ar

Googles webblasare
- — |E (Internet Explorer) - Microsoft
e

L

Opera Endrgid
5.23% ‘a0
3'l'ﬂ“’,"Other

- 4.28%

http://en.wikipedia.org/wiki/Usage share _of web browsers

Browser usage on Wikimedia
March 2012


http://www.w3schools.com/browsers/default.asp
http://marketshare.hitslink.com/report.aspx?qprid=0

Webblasare history

* De URL:er som anvandaren knappat in syns |
applikationens adress falt
— Adresser man klickat pa syns vanligen inte i listan

-~

—

‘ N oy
LIE Ref  Raed

@I,Ugﬁg hitp://marketshare hitslink.com/ report.sspxiqpria—0 BRI R s \fn S L

http://marketshare hitslink.com/report.aspx?... Shift + Enter
http://go.microsoft.com/fwlink/?Linkld=69157 Sales: 1.888.802.8390 Legla
History v
MSN Sverige - Hotmail, Messenger, kindisnytt, nyheter, sport, v... Applications ; Partners : Services | Company : Contact
I fronter.du.se
April - Bestall ett nytt kursrum - Higskolan Dalarna
SUN  Favorites -
I k27 Google t your friends like, April, 2011
K 3 - -
H 10 Verklyg - Hagskalan Dalarma ¥ Share of All Users Using Any Combination of:
17 |_| | Add 1 5ystem |[A1] (=]
R — gine [4] [~]
| 3 Lock Date Device Type (an] =)
&) ceographic and Demographic Filter
| z
Signu = . ;
gnup (4] P Timeframe > = ExportTo~ Options v  List Size = <Embedf= | ] [& g5 [ | L3 Hel
LA G Tatal Market Share
Help
Help »
B 55 11% - Microsoft Internet Explorer
Reports I 21 53% - Firefox
Featured Reports » B 11 94% - Chrome
Worldview » 7.15% - Zafari
0 214% - Opera
Browsers p
B 1 11% - Opera Mini
\ Search Engines » B 0.31% - Other
Operating
\ Systems »
Resolutions » ‘Browser = Total Market Share +

m




Webblasare history 2

Address ([ ) C:'\Documents and Settingshjo
Folders =
* Webblasar historyn lagras vanligen i oA -
anvandarprofilen & oot
. . Cookies
* Notera att forekomsten av en URL i en ; j'k
history mapp inte behover betyda att j"ﬂ{h
anvandaren besokt sidan -‘;.'l N
— Webblasaren kan ha 6ppnas fran remote” for okl
att misstankliggora anvandaren 2 5 3Vieeks Ago
+-inl 2 Weeks Ago
— Nagon kan ha varit pa datorn nar anvandaren 6 ] Lot ek
tillfalligt var borta 5 75 Today
— En lank/script pa en webbsida kan 6ppna nya S Temperary et
fonster eller sanda anvandaren till en ny sida T e hom Douments
utan tillstand o
 Non IE history — SQLite DB file O B

Chrome: C:\Users\<user name>\AppData\Local\Google\Chrome\User Data\Default
FireFox: C:\Users\<user name>\AppData\Roaming\Mozilla\Firefox\Profiles\<profile folder>
IE Vistal7: c:\users\<user name>\AppData\Local\Microsoft\Windows\History



Webblasare cookies (IE)

) C:\Documents and Settingsthio\Cookies

. a o . .
* Cookies ar sma textfiler som vissa X | Nee
. o =3 hjo || [E] hjo@nl.sitestat[2]. txt
Webbse rvrar Iagger pa dato rn +-7) .netheans [Z] hjo@nwsource[2]. txt
+-) Application Data ||ji:|| hjo@nyteknik[1]. bet
- ~ H H H +-75) Bluetooth Softw z| hjoBoffermatica[2]. txt
FoOr att identifiera dig i B et
- . . . +-75) Deskt [Z] hjo@partal.du[1]. bt
- FOF att gOra framtlda beSOk mer H-F F::'Dric;:pes [Z] hio@questionmarket[1], txt
D Installanywh E,| hjo@rad. microsoft[2]. txt
anpassade | j;;\-ﬁ{n“ o [Z] hjo@red-gate[2]. txt
o f_ +-{7) Local Settings ﬁ hjo@research-nt[1]. tat
¢ +-{3) My Documents =| hio@revsd[2]. txt
Tva typer finns 5 wrcamosames ||| Drowosii
1 Al H H + d =| hjo@ lyst[1]. bt
— Tillfallig, finns bara under sessionen St ) ot kofons a2, it
. . . . . o #-3) SendTo [£] hjo@securitycenter. verisign. ..
— Bestandig, skrivs till fil pa lokala 5 Start Menu ) ho@sel[2]. txt
) Templates [Z] hjo@smartsan[2]. txt
datorn #-|7) UserData [£] hjo@smhi[1]. txt
H-3) VeriSian E,| hjo@smile.modchipstore[1]. txt
o - I - = ' H-) WINDOWS IE,| hjo@smile. modchipstore[3]. bt
HTTP ar ett tillstandslost protokoll! | #© e e
. +-| ) MetworkService =| hjo@spedficdick[2]. txt
¢ Ny Iag Om COOkleS 20 1 1 —07—0 1 2 Crivekey [£] hjo@spywareinfo[2]. txt
H-IT) drivers [£] hjo@ssl-hints. netflame[[1]. bt

. . . exdm £] hjo@statcounter[1]. bet
* Non IE cookies — SQLite DB file =™ R
Chrome: C:\Users\<user name>\AppData\Local\Google\Chrome\User Data\Default

FireFox: C:\Users\<user name>\AppData\Roaming\Mozilla\Firefox\Profiles\<profile folder>
IE Vista/7: c:\users\<user name>\AppData\Roaming\Microsoft\Windows\Cookies

Size
1KB
1KB
1KB
1KE
1KE
1KE
1KE
1KB
1KE
1KB
2KE
1KB
1KB
1KE
1KE
1KE
1KE
1KB
1KE
1KB
1KB
1KB
1KB
1KE
1KE



Vad finns det i en cookie?

* Precis som kakor bakas enligt ett specifikt recept - sa
fungerar aven (bestandiga) Internet cookies

* Foljande varden kan man minst forvanta sig att finna i
en cookie:
— Name: Namnet pa cookien
— Value: Informationen cookien lagrar

— Expiration Date: "Bast fore” datumet for informationen |
cookien

— Domain: Namnet pa domanen som gett ut cookien

— Path: Anger tillsammans med domain var cookiens
information galler

— Secure connection: Denna installning avgor om
webblasaren maste kommunicera med siten dver en saker
anslutning som tex. HTTPS

* Se ODESSA "Forensic analysis of MS |IE Cookie Files”



£ pablo’s Cookie Viewer
File Edit Wiew Help

X &)

Delete  Refresh Find

Filenarne

Settings

hjot@farensiccomputing. blogspot]1 ] tt

hjot@farm. java. sun[2]. bt
hjotEforum. mzab[1].txt
hjot@forum. pomech[2]. bt
hjot@farims. accessdatal 2] tat
hjot@farms. cret[1].kxt
hjotEfrezhmeat2]. tut
hjot@geocities[1] bt
hjot@google(1] bt
hjot@google[2]. bt
hjotEgroups. paboo[1 ]kt
hjotEhack[2]. bt
hjot@hecklerzprag(1].tat
hjorEhitbou2]. bat
hjotEhoc-technology]1]. txt
hjot@ias. rakuten. co[ 1]t
hjot@iciof1].kxt

hjo@imdb(1] ket
hjotEimpresionesweb[2]. bt
hjotE@imnsorl dwide]2]. bt
hjoi@inzightexpressai[2]. bt
hjot@inztadial1]. bt

)

Mer om cookies

* Cookie filerna ar sma (<= 4 kB) och foljer ett visst format
* Verktyg — Pablo’s CV, Karen’s CV, Galleta (ODESSA)

B

About

Cockie Mame = Cookie Walue Secure

B liedail Feum... Tre

True

o gl =tACAnss,

Cookie filen

Cookie details:

Domain: geocities. com
Created: 2007-04-07 13:05:13
Expires: |2037-06-02 220000

Lifetime: 11014 days, 8 hourz, 54 minutes, 42 secondz

BX
1je7a3131eumu&b=3&s=8|
geocities.com/

1024

342532096

32065574

2692891440

29849860

Q
g1=AACAAAAAAAAAAA--&g2=RheYag--
geocities.com/

1088

3632617472

30584718

2718021440

29849860




Radera surf-
historik

* Temporary Internet files ==
cachen for hemtagna webbsidor

* Olika slags historik och
anvandardata kan raderas for att
dolja vilka sidor som besokts

* InPrivate/Incognito/Private
Browsing stod?

* Firefox, Chrome etc. har

liknande funtioner for radering av

historik som IE
* Location pa disk for cachen

Delete Browsing History lth

Preserve Favorites website datai

Keep cookies and temparary Internet files that enable your favorite
websites to retain preferences and display faster.

Temporary Internet files

Copies of webpages, images, and media that are saved for faster
wiewing.

Cookies

Files stored on your computer by wehsites to save preferences
such as login information,

History
List of websites you have visited,

Download History
List of files you have downloaded.

Form data
Saved information that you have typed into forms,

Passwords

Saved passwords that are automatically filled in when you sign in
to a website you've previously visited.,

ActiveX Filtering and Tracking Protection data

A list of websites exduded from filtering, and data used by Tracking
Protection to detect where websites might be automatically sharing
details about your visit,

About deleting browsing history | Delete |[ Cancel l

Chrome: C:\Users\<user name>\AppData\Local\Google\Chrome\User Data\Default\Cache
FireFox: C:\Users\<user name>\AppData\Local\Mozilla\Firefox\Profiles\<profile folder>\Cache
IE Vista/7: C:\Users\<user name>\AppData\Local\Microsoft\Windows\Temporary Internet Files
Testa att skriva in “about:cache” i adressfaltet for FireFox och Chrome




Webblasare loggning

* GOors bast via proxy eller firewall etc. i natverket
— Anvands mest for att blockera vissa domaner etc.

* Med spion programvaror som tex. BlazingTools
Stealth Web Page Recorder eller Perfect Keylogger
— http://www.blazingtools.com/
— Visar besokt URL med hyperlank
— Datum och tid for besok

* Interaktiv monitoring av webblasare aktivitet kan
vara nodvandigt i speciella fall
— Anvandaren clearar history, cookies, cachen mm.
— Incongnito mode, InPrivate/Private browsing etc.



|E index.dat filer

Binara gomda proprietara systemfiler som i princip haller reda pa all
internetaktivitet for Internet Explorer, finns for:

— Cache, cookies, och history (mest intressant)

Index.dat filerna raderas inte nar history, cache etc. clearas
— Ar flaggad som "in use” av OS
— Sokvagarna varierar mellan olika Win OS och IE versioner!
— Mer info: http://www.acesoft.net/delete index.dat_files.htm

Index.dat filer visar tex. s
— History pa besokta (eller redirectade) URLer med hyperlank i ﬁ
— Datum och tid fér besdk ‘AL
— Om cachen har blivit clearad
— Antalet ganger sidan har besdkts

De flesta anvandare vet inte om att denna information kan

aterskapas!

Crap Cleaner ar ett freeware program rensar det mesta, aven
index.dat filer: http://www.piriform.com/ccleaner

B e
WM b



Webblasare och forensics

* Internet Explorer, Chrome och Firefox
— Mangder med verktyg forutom FTK och andra CF verktyg
* Index.dat Analyzer, Mandiant Web historian, Pasco, mfl.
— | cachen finns det mesta kvar, tex. dina webbmail (komprimerat?)
* Cache view, Netanalysis mfl.
* De flesta webblasare forutom |IE anvander SQL.ite databaser (.db
filer) for att lagra information

* Ett webb case finns beskrivet pa securityfocus webbsida

— Part 1 och part 2 (finns aven under /forensics/docs/web browser forensics)

Bra!: http://aggressivevirusdefense.wordpress.com/2009/10/07/web-
browser-forensics/

* ODESSA (Open Digital Evidence Search and Seizure Architecture) -

— A cross-platform framework for performing Computer Forensics and Incident
Response

— White paper: "Forensic Analysis of Internet Explorer Activity Files”


http://www.securityfocus.com/infocus/1832
http://sourceforge.net/projects/odessa/

Index.dat Analyzer

5 |nternet Explorer Index. dat Analyzer
Ele Edb Mew Belp

| bW X B = & | [cacke v %= v [T Aler || weswsystenance.com

HISTORY
Mama COnKIES FleType  Type Creasbed focessed
[ ] = bt e skarudsd o REDR.

|_]Emtp:.fiww.snapfihﬁ.nnt,l'mtutinru'al:-m.aﬁp?z-ﬁ JHem LRL 001601 000000 13/07/2005 01:17:0
[ ] “%http:/fumne.snapfilespro.comfwa-style.css (055 LEAK 2if12j20001 214358 03072006 12:51:2
L] _ﬂh}tp:ﬁmw.snapfilﬁ.l:l:ln'u.l'i'n-:gcs,fEI]sta,I;if .af 08f03j2006 224700 180712006 01:17:0
[] %) hetp:/i8.10.179, 164/ screenfiles/thumibsit_iColorFoldergif Jf IL0A2006 063551 1807 2006 01:17:0
[] ®]tittp:ifa. 10,179, 164/smallshotsfskopaila-pd. g g I5/06/2006 14:17:36 18/07/2006 D1:17:0
[] ®]http: /1. 10,179,164 smallshctsfroboform-pd. o g 16/05/2006 05:56:19 18/07/2006 01:17:0
| fl!h‘ttu:.l'ﬁmw.snapﬂbs.tun‘di‘nag:slncwp:d“m:l‘cr.[uq J 18f02j2006 040954 18/07/2006 01:17:0
lj@h‘ttu:.l'fF'-:ul:a:lE.l;lu:rl;Ecs-vndiI:dtinn.turru.l'pnumﬂ.l'shl:-w_-:l:ls-.is i NEJ07j2006 22511 18072006 01:17:0
| ﬁﬂtp;ﬁww-ihupﬂbs.l:l:lm.l'rl:*rimcrs.l':rhr_rt'.-i:-'.-a-php?ratdd=lﬂ.-.

1 H.Ll.l.....l];q,._.. e i gl g gy ey g g i, g R, Ly i i Dy prifa g g e s T A TATTATRONE LR

»

B

New & Popular

On a Windows Vista/7 computer, index.dat files are located at:

\Users\<User name>\AppData\Roaming\Microsoft\Windows\Cookies\index.dat

\Users\<User name>\AppData\Roaming\Microsoft\Windows\Cookies\low\index.dat

\Users\<User name>\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\index.dat
\Users\<User name>\AppData\Local\Microsoft\Windows\History\Content.IE5\index.dat

Found Entries: 359 CDocuments and Settings\ YAIOWLocal Settings) Temporary Internat Fles\Zontent, IESYindec:. dat




Mandlant Web Historian

-
™ MANDIANT Web ® S Fm

File Edit View Tools Help |Search

=M/ IF S| @M

@ Web History | ™) Cookie History t Download HiStﬂF!r’ ] Form Histary

1 ofl | b M | - 55

SourcelJRL
http://download....

File Mame

GenuineCheck

BrowserMame Browser\ersion |semame

Target Directory
“Users\hjo'Dow....

Download Type

Manual

Start Date
1570-01-01TD0:2...

Finished

Defautt Manual 4 Web History Scan
—
Default Chrome 11.0.656 60 hjo Marual :
Default Chrome 11.0.696.60 hjo Manual | |
. Scan ready. Click "Start’to begin
Default Chrome 11.0.696.60 hjo Manual
) Setti
Default Chrome 11.0.696 60 hio Manual "9% | fdypoced
Default Chrome 11.0.696 60 hijo Manual Where do you want to look for web history? Click here to use default settings
Default Chrome 11.0.696.60 hjo Manual @ Scan my local system
— B
Export Results || @) Profile folder: Browse...
Select history data to export: I ) History file: Browse ..
NHER bty N What data would you like to collect?
Cookie histary ||
’ Erowsers: Firefo Intemet Explorer
File download history
I Chrome [ safar
Form history
I Chrome Frame
Output formiat: HTML hd l_ Collect history: Website history File Download History [ System Information
- - n Cookie Histary Form History
@ Export all data (") Export only data shown in cument gridviews ffiltered)
] i Retrieve Chrome website thumbnails
Export location:
ki T | - Retrieve Chrome indexed page content
|
[ Export ] [ Cancel N [ Close ] [ View agent log View script
l{




File Tools Licensing Help

IM (Instant
Message) chats and
other internet
artifacts

Select a Search Type

(34 Internet Evidence Find

File

Tools  Licensing Help

INTERNE [
EVIDENCE

FINDER.

In this section,
click the Option
speed of the se
improve the seg
For information
Artifacts...” bui

INTERNET
EVIDENCE

FINDER.

Copyright ©2000-2011 JaDseftwars Ine. . yome edition

JADsoftware Inc.

Licensed to: Unregistered

Welcome to IEF!

To get started, please select a type of search below. Descriptions of the searches
can be viewed by hovering your mouse over the respective search type.

Detailed help can be viewed anytime by clicking the Help button.

Quick Search
Searches the Pagefile.sys file (can be
optionally skipped), the SLogfile (on
NTFS drives), common areas on the
drive, and deleted, MFT-resident
@ Quick Search files.
This is not an exhaustive search, but
will give you a quick glance at what
may exist on the drive.

© Full Search

Copyright @ 2008-2011 JADseftware Inc. home edition i
Select Ttems to Search For
Chat E-Mail

[¥] Facebook® chat
[¥]¥ahoo! Messenger® chat
[¥]*¥ahoo!® Webmail chat
‘Yahoo! Messenger® - Mon-encrypted
]
chat fragments
[¥]¥ahoo! Messenger® Group Chat
Windows Live Messenger® chat
I [¥] GoogleTalk® chat
[¥] AlM® chat logs
[¥] Messenger Plus!® chat logs
[¥] MySpace® chat
[¥] Bebo® chat
mIRCE chat logs
[¥]*¥ahoo!® Messenger diagnostic logs

Hotmail® Webmail fragments
[¥] vahoo!® Webmail fragments
Gmail® email fragments - Parsed
Facebook® Email "Snippets”

[¥] Facebook® Emails

Web Related

Facebook® web page fragments
Twitter® status artifacts
Facebook® Status Updates/Wall Posts

Check all

Uncheck All

l About the Artifacts... ]

< Back H Mext =

g R __ _




Paraben Chat Examiner

Paraben's C

Fle View Tool Help
REEIRCO@ A |
Case Explorer q b %
Items
I
i
|
Start your work here Chat Examiner: Getting Started
[ Create new case Welcome to Paraben's Chat Examiner!
[£5 Open existing case This program is designed to read, analyze, and report on supported chat program data. It supports ICQ 1999-2003b,
2 Yahoo, MSN 6.1, 6.2, 7.0, 7.5, Trilian, Skype, Hello, Miranda Chat Logs. Use the auto-search function to locate Chat Logs.
& Options
This program utilizes specialized plug-ins of P2 Commander, a comprehensive digital forensic tool designed to examine elements like e-mail, network e-mail,
@) teb chat logs, file sorting, Windows registry analysis, Internet files, and more all while increasing the volume of data that can be processed using resources
through multi-threading, a back-end database, and task scheduling.
: : Get started with Chat Examiner:
D Do fiat shaw this pagerin the - Create a new case or open an existing one.
A y - Add chat database evidence.
- View evidence contents,
- Generate reports
and more,
.\ r
f] 1 3 “
ﬁ{:ase Explorer | % Bookmarks | |Cummur‘| Log ?
Properties [ Category: |Common A ]
2
] Common Log |l Tasks |
cg
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Maltego

SL e #v @,

I

Satelite View :

Properties

¢ Entity properties

Entity type itter D
Value Reto Meier D
Weight 100

Unigue identifier [ke retomeier :
Network [key] Twitter :
Profile URL hitp:iftwitter. com/retomeier ]
Detail View

St RT @HeathrowAirport: ...

partially evacust. .. 2T

Transform To Twitter Affiliation [Convert]
Result

Retz Meier (AffiliaticnTwitter)

Gen. date 2011-3-10 14:54

Profile

retomeier (Reto Meier)

1]

File Edit Wiew Mavigate Toolz Window Help
= PR a € ] ] < = g lrmurw@ 2 Restilts
H—E& %%m ¢ do de B N % @\
Palette 4l = New Graph (1)* x iILIE@
¢ Infrastructure o T 2 2 0 afl v
rin | Mining View " Centrality View " Edge Weighted View ||;h An (2
@& as
: 100 =]
E DNS Name
§&) Domain retormeier
£ P Address
Em website
| ¢ PenTesting
i :ﬂ Banner !' Port
i
W Service @ Vuln
| H} webdir & Webtitle
I ¢ Personal 5
|| i Email Address
¢ Lecation
3 Person
100
i @ Phone Number Y 7
i | i Phrase Also check hitp:fandroidpt.com. RT @retomeier Laot... @retomaie—
1100 100
100
neierkirchberg@gmail.com RT @HeathrowAirport: TS has been partially evacuat... y M
@retomeier Any idea why? @retome
100
[ ] C Y
@retomeier #FandroidPL OMG! Button! (hitps:imarket... @retome
j 100 | 1
300 300 1 & 1 hd
i 4] |
Output - Transform execution
Transform "To URLs [show Search Engine results]"™ completed with 0 results
— No URLs were found on this node...
Trensform "Mirror: External links found'

Transform "Mirror: Email addresses found'

cancelled by user.

cancelled by user.

Tranaform "To friends of this person™ completed with 12 resultsl

[»] %

|




What is Maltego?

* Maltego is an information gathering tool that allows you to visually see
relationships. Maltego allows you to enumerate network and domain
information like

— Domain Names, Whois Information, DNS Names

— Netblocks, IP Addresses
* Maltego also allows you to enumerate People information like

— Email addresses associated with a person's name

— Web sites associated with a person's name

— Phone numbers associated with a person's name

— Social groups that are associated with a person's name

— Companies and organizations associated with a person's name
* Maltego also allows you to

— Do simple verification of email addresses

— Search blogs for tags and phrases

— Identify incoming links for websites

— Extract metadata from files from target domains



Maltego transforms

* All the information gathering "processes" that Maltego does are called
"Transforms," and unfortunately not all of them are documented. But different
transforms query different types of information. The full list is here:

— http://ctas.paterva.com/view/Category:Transforms
[ Manage Transforms - - =)

i.|5eH.1anager... | & New Local Transform... || @S Clone Transform || # Remove Transform(s) |

Application Display Name Input type Output type Enabled |
4 |CETAS To Email Address [using Search Engine] @ PheneMumber Emaildddress sl
) |[CETAS |Tu Tweets [Search Twitter] fd Phrase 'ﬁ Twit ||
4 |CETAS To Twitter Affiliation [Convert] ® Twit @ AffiliationTweitter =
4 |CETAS To friends of this person @ AffiliationTwitter @ AffiliationTwitter |
J|cETas To IP Address [DNS] E™ Nsrecord £ Paddress
4 |CETAS To Spock Affiliation [Appears on Spock?] Ed Phrase @ AffiliationSpock = M

=
Enable [ pisable i
To Twests [Search Twiter] 100

ional i L

Auther: Roelof Temmingh (roelof@paterva.col | ¥ Optionalinputs
HTTP timeout (miliseconds ) 40000
Owner: <none=
Location relevance:  global i
I Maximum inputs: 0

Maximum outputs: 1000
Description: This transform will search Twitter for

a phrase and shows relevant entries

Transform ready and active.

Discover Transforms... | | Save | | Cancel




Maltego resources

* Maltego Part | - Intro and Personal Recon
— http://www.ethicalhacker.net/content/view/202/24/

* Maltego Part |l - Infrastructure Enumeration
— http://www.ethicalhacker.net/content/view/251/24/

* Data Mining Tony Hawk’s Twitter Hunt with Maltego
— http://lwww.securityg33k.com/blog/?p=180

* Maltego: Transform & Correlate

— https://www.issa.org/Library/Journals/2009/December/McRee-
toolsmith.pdf

* Maltego

— http://www.paterva.com

PATERVA




WebSite-Watcher 1

* Automatically check web pages for updates and
changes

* Automate your daily routine, boost your productivity

* Features
— Monitor web pages
— Monitor password protected pages
— Monitor forums for new postings and replies
— Monitor RSS feeds, newsgroups and local files
— Highlight changes in a page
— Powerful filter system to ignore unwanted content
— Many more features to stay up-to-date!
— http://aignes.net/



WebSite-Watcher 2

€@ WebSite-Watcher 2010
File

Folder
(=1 ANl Bookmarks .,
& AutoWatch
[T HotSites
i Search Results
g Trash
I Bookrmarks
= General [3]
0 Magazines
= Mews
= private [1]
= = Programming
= Campan...
&= FAQ
= Tools
= Software
= Tools

= wawatch

Bookmarks  Check
Total
85

14

Buvowwlomn®dwo e

=

Taols Script  Options  View Help

' N =)

s New =+ [ | [ che (3

FE Mame = URL Last change Status Last check

« + DIR wewateh Dywesweateh 2000-04-00 125805 0K 2010-04-01 ...
= newsdfaspmembers.te.,  newsfaspme..  2000-04-00 09:51:07 QK 2010-04-01 ...

« + \WebSite-Watcher - Daw...  httpiffwniowai.,  3000-04-00 124554 0K 2010-04-01 ...

= - WebSite-Watcher - Sup..  http/feeenai,  2000-04-001 12:46:46  OK, phpBE2 PL., 2010-04-01 ..,

O WEW Farum RES hetp:f e, ai.,  2000-04-001 11:03:53 QK 2010-04-01 ...

+ « wwwwebsite-watcher.c..  httpifeesai.,  2000-04-00 12:52:48 QK 2010-04-01 ..
- wninwowebsite-watchere..  hitpyfaignesc..  2006-07-08 151250 0K 206-07-08 ...

3 WebSite-Watcher - Download
= Page~

Fa file_',,‘,l'.fp;,‘pmgl’wswt‘:[ch."ﬂu’:unfig!huuhﬂm‘h’demn_wu * & ‘l E‘I \I'qrgigm'l % A

emaze =
) Website-zu:m(m.u} - D2-Feb-2010
(2]

(8 me)

System: 2000, XF, Vista, 7, Sar.
Version History

[Ferar] (7.8 M8y

20032008

F- Just install th

If you mstall a new wersid
wersion over the old one!

Web page with

bt OCptions  View Help
v o | B check 13

A=

3

me = URL Last change Seatus

wawatch DOx\vwmwatch 20i0-04-01 25805 QK
pevfaspomemberste . news/iaspone..  M0004-01 095197 0K
Site-Miateker - Daw  hitpe/toeni.  2000-04-01 1245:54 0K

F¥ Fanam R55 il pef 2000-04-01 11:03:5F 0K
prwehsibe-watchenc,, bt/ fwwweeie.  2000-04-01 125245 0K
peevebsibte-watcherc., hitpo//signesc., 2006-07-08 1512:50  OK

bm Feature Request  httpe/fwswai . 09403 Ok, phpB&2 AL

lorum Feature Request I

Last check
2000-0d-0. ...
2000:-04-0 ...
2010048 .,
2000-04-01 ...
2000-0d-01 .,
a0z

==

highlighted changes and =@ & T - & & | || Version= | 8 -
: E T o - e
highlighted keywords (blue) ' A I Harin Aansabaccar +0 =
| Lime and date s email variables matchdog 2 aas A 14, 210 RESs am
Download t | ** : - o
ownload our other products™ = -
alert when a bookmark does not update for " & Apr 13, 3010 12.2E pm
some thme . Dicawabsite - Ma:m Algne -I:-r.].--
Local Website Archive 3.1.1 show name of URL in J=slete window dialog 1 falee] ag Wad Apr OF. 2010 12:37 pm
3 MB ynload More Info... Magin sanasheczar *0 =
Archive web pages for future referencs 4 el
- |5end by email onby the & extracted 3 i T4 Wad Apr 07, 2000 12:20 pm
| o ] . between 2 filters 7 Marin Agngsbercer #0
= Autowatch chack at specific . %1 : Thi 29, 2 :
Page / Text | Analysis/ e DT n 2 S S s Mar 23, 2010 2151 pen |
Bockmarks: 55 [4] | 0 Minimim number ol e Tha Masr 23 2010 12117 pm
please N th d d I mkmmputing #0
ew Tnreads and replies are
@ Indicator to scroll d ! L E p 2m0 ik M3 n";‘zn'u PETS
automatically highlighted et
(@) shartcut for Manual in discussion forums, Al L
@ Double check a link 128 Man Mar 185, 2028 1n=4:n-m
gy Wil there e an update for the Firefox 3.0 Mon Mar 02, 2010 1:05 om
'@-‘l Add-On? - cong ST Marin Algneshergar ﬁs
@ Wishlict o geli P Tuz Feb 23. 2000 9|‘1le
Searching for keywords according te the ‘Wed Fab 17, 2010 12:57 pm
S o oh g hensd o Mantin Aigneshercer 40
| = Teim Cab 8C NEN Oidd mem i
Page / Teea / Analysis,
Bookmarks: 26 [4] | 5 v
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